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Introduction – Ethereum & Smart contracts

Blockchain ICT platform for assets and 
transactions management
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A blockchain is a data structure 

that links together a list of 

records – “blocks” -  using the 

cryptographic hash of the 

previous block.

Usually a blockchain is managed 

by a P2P network of nodes, 

following specific rules for 

communication and validation,  

becoming a public distributed 

ledger.
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What is a Blockchain? 
Blockchain ICT platform for assets and transactions management



 Engineering

Ethereum is a blockchain platform that allows the execution of Turing-complete smart contracts and 

decentralised applications which can be run without downtime or third-party interferences.
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About Ethereum
Blockchain ICT platform for assets and transactions management

A "smart contract" is a program that runs on the Ethereum blockchain. It includes its functions and data 
and it is accessible at a specific address on the Ethereum blockchain.
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Ethereum is more a series of 

peer-to-peer networks than a 

single network.

In addition to the "official" 

network, Mainnet, there are 

several test networks, Testnet, 

as well as a whole series of 

networks using Ethereum nodes 

with custom configurations.

A private network is a series 

of Ethereum nodes configured to 

connect to each other and not to 

the main public network.
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Ethereum Network
Blockchain ICT platform for assets and transactions management

Each network applies the same basic rules and they can run the same type 
of applications by executing the same smart contracts.
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Decentralised Applications are digital applications operating on a P2P network incorporating some 

common features

7

Decentralised Applications
Blockchain ICT platform for assets and transactions management

Open Source Algorithm

Decentralised Incentives
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Innovation and Blockchain – Our vision

Blockchain ICT platform for assets and 
transactions management
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DIGITAL TRANSFORMATION

Digital Transformation is a 

process driven by the strategy of 

transformation, integration and 

connection of processes within 

an organization to enable new 

digital paradigms that produce 

new values and new business 

opportunities.

Blockchain ICT platform for assets and transactions management
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Research

Blockchain ICT platform for assets and transactions management

Research is the first and fundamental phase of 

Digital Transformation, which allows us to explore 

innovative methodologies and emerging 

technologies that will constitute the solutions of 

tomorrow.



 Engineering

Research…
Blockchain ICT platform for assets and transactions management

40M Euro yearly investment

+70

450 RICERCATORI

Ongoing projects

5 Labs
Roma, Palermo, Trento, Padova, Napoli

Founded in 1987

Researchers

+300 successfully 
projects
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… & Innovation
Blockchain ICT platform for assets and transactions management

Innovation is the process that 

generates value starting from 

ideas

11 Innovation Areas
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Emerging Technologies

The Digital Transformation 

revolution starts with the use 

of emerging and cutting-

edge technologies

Blockchain ICT platform for assets and transactions management
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Research Projects
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Blockchain Technology applied in Research and Innovation 
Projects

DLS OCS (Distributed Ledger Services for Online Contract Settlement) (completed December 2017)

SOFIE (2018-2020) Open and Secure way to establish new IoT Platforms for business  (completed December 

2020)
eDREAM  (2018-2021) Demand Response ecosystem, blockchain based, for  cooperate in a market framework 
 (active)

CoordiNet (2019-2022) TSO-DSO coordination to procure grid services in the most reliable and efficient way 

(active)

PlatOne (2019-2023) PLATform for Operation of distribution Networks (active)

Bright (2020-2023) Boosting DR through increased communIty-level consumer engaGement by combining Data-

driven and blockcHain technology Tools with social science approaches and multivalue service design (active)

IANOS (2020-2023) Integrated Solution for the Decarbonization and Smartification of Islands (active)

MATRYCS (2020-2023) Modular Big Data Applications for Holistic Energy Services in Buildings (active)

BD4NRG (2020-2023) Big Data for Next Generation Energy (active)

OneNet (2020-2023) One Network for Europe (active)

I-Energy (2020-2023) Artificial Intelligence for Next Generation Energy  (active)

I-Energy
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Blockchain in the Energy Domain

Blockchain ICT platform for assets and 
transactions management
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2020 Report on European Electricity Markets (Q2)

• The share of renewables jumped from 37% to 43%

• More than 129,000 new EVs registered (+53%)

• EVs market share to record 7.2%

• Grid operators managed increased volumes of intermittent RES

• Search for market instruments putting value on storage and 

flexibility intensified

Blockchain ICT platform for assets and transactions management 22
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From Centralized Systems to Decentralization
Blockchain ICT platform for assets and transactions management
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Optimized EVs Charging Helps Stabilizing the Distribution Grid
Blockchain ICT platform for assets and transactions management 24
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The Need for Energy Flexibility Markets
Blockchain ICT platform for assets and transactions management

DSOs need to 
dramatically increase 

their hosting capacity to 
face RES and EV 

penetration

Flexibility helps 
reducing the costs on 
infrastructure, shaving 

peaks of PV and 
Charging Stations

Fleet Managers may 
reduce the operational 
costs by participating in 

flexibility markets
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Blockchain ICT platform for assets and transactions management

SOFIE – Decentralized Energy Flexibility Marketplace pilot
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SOFIE – Decentralized Energy Flexibility Marketplace pilot
Blockchain ICT platform for assets and transactions management

EV users can charge their electric 
vehicles in multiple locations at will

DSO offers incentives to charge EVs in 
certain periods of time or location, 
balancing the load on the electrical grid

Finally, thanks to the marketplace, the 
most favourable energy retailer can be 
selected any time a recharge is needed

CS are managed by different operators 
within the same municipality

27
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SOFIE: DSO

• IoT smart meters enable accurate forecasts helping to 

reduce the reverse power flow

• Decentralized ledgers and smart contracts enable a secure 

and transparent mechanism to time-shift and modulate 

the end users’ consumption according to the need of the 

network (Demand Response)

Blockchain ICT platform for assets and transactions management 28
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• On board IoT and smart charging stations  support fleet 

managers in route planning and charging schedule

• Incentives from flexibility campaigns and Energy Retailers 

marketplace help reducing the operational costs

Blockchain ICT platform for assets and transactions management

SOFIE: Fleet Manager

29
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SOFIE - Decentralised Energy Flexibility Marketplace
Blockchain ICT platform for assets and transactions management
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SOFIE - Blockchain-based marketplace for DSOs and EV users
Blockchain ICT platform for assets and transactions management
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SOFIE - Exploiting EV flexibility in a district 
Blockchain ICT platform for assets and transactions management

Yearly evaluation of benefits Ex-
ante

SOFIE

Scheduled charging sessions / charging 
sessions

0  / 401 190 / 
401

Energy from PV for EVSE / Energy for EVSE 
(MWh)

0,7 / 5 3,9 / 5

• In the Terni district, 
scheduling of the 
charging sessions can 
increase the contribution 
to Reverse Power Flow 
reduction

• Contribution from EV to 
reducing RPF could be 
3,5 times higher during 
a year.

• Money savings for the 
district manager are 
drawn from the 
increased self-
consumption
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ChainPRO 

A blockchain based platform for assets 

and transactions management

Blockchain ICT platform for assets and 
transactions management
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Blockchain-based machine Learning Iot Platform (BLIP)
34Blockchain ICT platform for assets and transactions management
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ChainPro 
35Blockchain ICT platform for assets and transactions management

Economic Transaction: Blockchain Smart contracts for payments between 
two (or more) actors. Token as digital representation of a value for assets, 
used to reward (or penalise) users. (e.g., incentivisation of actors involved in 
DR programs according to their behaviour).

Process Control: Blockchain smart contracts used to manage inter-processes 
activities (e.g., the control DR flexibility services and energy transactions, 
thanks to the application of smart contracts to prosumers’ flexibility 
aggregation and local peer-to-peer energy trading, making the transactions 
trackable and tamper-proof). 

Data Management :  Blockchain Hybrid approaches for data storage 
minimise the costs and assure the necessary scaling up. Distributed databases 
and off-chain approached used to improve the storage capabilities without 
losing the advantages provided by a distributed system.

Interoperability: Interledger Protocols used to reduce the entry barrier for 
new players, leading to a more competitive environment of products and 
services. Integration with any type of ledger with a variety of higher-level 
protocols, maintaining the advantages provided by the distributed ledgers of 
transparency, security and trust. 

A blockchain based ICT platform for assets and transactions management

File Notarization - Hashing timestamped occurrences of files and/or data 
on public blockchain notarizes them immutably.
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ChainPro - Architecture
36Blockchain ICT platform for assets and transactions management
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ChainPro - Main Characteristics
Blockchain ICT platform for assets and transactions management

Data Agnostic 
Interoperability 
Mechanisms

Integration of different 
data sources in a 
seamless way and 
hybrid approaches 

Modular and 
extensible Blockcha
in-based tool

Open, flexible and 
interoperable architect
ure exploitable in many 
different contexts

Flexible, scalable 
and integrable in 
already existing 
systems

Blockchain for everyone

All the benefits of the 
blockchain technology in 
a configurable service 
tool
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ChainPro – Use Cases
38Blockchain ICT platform for assets and transactions management

Ecosystems: 
Dynamic coalitions of prosumers

Virtual Power Plants for flexibility provisioning
Energy Trading
Profit Optimization

Community cross-domain services
Energy
Social
Loyalty circuits tokenized rewarding 

Extensible decentralized marketplace smart-contracts
The smart contract define the business logic for a marketplace 
platform, customisable by different applications.
e.g. energy and flexibility markets, IoT lockers rental

Financial
Self-liquidating loans for renewable energy sources



 Engineering

ChainPro – Cross-domain use cases: reward exchange
39Blockchain ICT platform for assets and transactions management

a unique environment 
 same actor participates to different 
scenarios at once 
with different roles

cross-scenario reward exchange
enabled by a unique ERC-20 based smart 
contract

interledger functionality maintains token 
balance consistency even across different 
ledgers

Focus on the added value for the end users derived from the ability to spend their token in 
different contexts

the principle behind this cross-pilot scenario is a direct network effect: an increase in usage 
leads to an increase in value for other users (as in social networks, online games, telephone 
systems, etc)
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Other Business Cases 

Projects and Services

Blockchain ICT platform for assets and 
transactions management
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Platone – The interoperable Platone Open Framework
41Blockchain ICT platform for assets and transactions management

Platone implements a two-layer blockchain-based framework for distribution network operation and 
market operation, creating a seamless integration of local prosumers in an open market structure, allowing 
the distribution grid to function in a secure and stable manner with large shares of variable renewables.
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Platone – Blokchain-based  Platforms
42Blockchain ICT platform for assets and transactions management

Market Platform for Flexibility Services Management, 
including based on blockchain technology and smart 
contract services for Market Data Certification and 
Token-Based Customer Incentivization

Blokchain Access Layer implements a secure IoT 
Data Integration Layer with standard 
communication protocols and data models 
enabling measurements certification and 
verification
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BAL BAP
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Integration Layer

Communication Layer

Business Layer
SCD

Blockchain

DSOTP

MQTT

Measurements 
Storage Data 

certification

Data Bus

Data Visualisation

PMU

MQTT

Step1 – PMU Data collection, storage and 
provisioning

1. MQTT Broker of the BAL receives data from PMU, in 
authenticated way and under TLS connection every 
seconds. Every device can only write in its dedicated 
topic

2. BAP stores data into SCD 

3. BAL provides data to DSOTP via MQTT bridging. 
DSOTP has its credentials for authenticating on MQTT. It 
has to request the access to the specific dataset.

4. DSOTP makes selected topics available on its internal 
message broker for processing by services;

5. Within DSOTP, PMU data are stored in a timeseries 
database and visualized in customizable dashboards;

Step2 – Periodic PMU Data certification

7. BAP periodically request aggregated Data to SCD

8. SCD send aggregated data to BAP for data 
certification

9. BAP certify data. It creates a hash of the aggregated 
data and registers it on the blockchain infrastructure 

Data 
Governance

Data 
Collection

Data 
Certification

Storage

MQTT 
Bridge

Services

Real Time Measurements

Adapter

Database
Platone Blockchain Access Layer - DEMO
Blockchain ICT platform for assets and transactions management
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PMU

BAL

DSOTP

raw measure-
ment data

notarized, ag-
gregated data

GPS time synchronization

Platone Blockchain Access Layer - DEMO
Blockchain ICT platform for assets and transactions management
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Integration Layer

Communication Layer

Business Layer
SCD

Blockchain

MQTT

Measurements 
Storage Data 

certification

Data Bus

Data Visualisation

PMU

MQTT

Step1 – PMU Data collection, storage and 
provisioning

1. MQTT Broker of the BAL receives data from PMU, in 
authenticated way and under TLS connection every 
seconds. Every device can only write in its dedicated topic;

2. BAL stores data into SCD 

3. BAL provides data to DSOTP via MQTT bridging. 
DSOTP has its credentials for authenticating on MQTT. It 
has to request the access to the specific dataset.

4. DSOTP makes selected topics available on its internal 
message broker for processing by services;

5. Within DSOTP, PMU data are stored in a timeseries 
database and visualized in customizable dashboards;

Step2 – Periodic PMU Data certification

7. BAP periodically request aggregated Data to SCD

8. SCD send aggregated data to BAP for data 
certification

9. BAP certify data creating the hash of the aggregated 
data and registering it on the blockchain infrastructure 

Data 
Governance

Data 
Collection

Data 
Certification

PMU Measurements

Measurement
s Hash

DSOTP

Aggregated Measurements

Certified 
Transaction

Platone Blockchain Access Layer - DEMO
Blockchain ICT platform for assets and transactions management
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eDream - New DR Technologies and Services
Blockchain ICT platform for assets and transactions management

Key principles of 

blockchain application:

Validation and Financial 

Settlement

Decentralized Smart 

Contracts

Secure Data Storage
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eDream – Use Cases
Blockchain ICT platform for assets and transactions management

UC1: 
Prosumers DR 

flexibility 
aggregation via 
smart contract

UC2: P2P local 
energy trading 

market

UC3: VPP in 
energy 

community
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A blockchain-based Demand Response decentralized ecosystem, aimed at:

 Alleviating local network constraints caused by the imbalances in the power grid

 Optimising nearby energy management

The eDREAM offering is available through three main project’s assets:

48

eDream – Value Proposition
Blockchain ICT platform for assets and transactions management

For DSO and 
aggregators

Local flexibility 
marketplaces

Local P2P energy 
marketplaces

VPP optimisation 
framework & 

dynamic coalitions

For prosumers and 
aggregators

For aggregators
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eDream - 2nd Tier Energy Data Storage
Blockchain ICT platform for assets and transactions management

Combines:

• Blockchain Ledger

• Distributed Queuing Systems

• NoSQL Database

Takes advantage of:

• High scalability of NoSQL database (off-chain 
storage)

• Tamper-proof, provenance tracking, self-enforcing 
smart contracts benefits brought by the blockchain
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Two-stage consensus based on a Peer-to-

Peer overlay network that validates 

energy registration  transactions:

• Receives transactions from Edge Devices 

• Validates the transactions using a Weighted 

Voting Scheme based on the Stakes of each 

energy prosumer involved in the transactions 

and historical data from NoSQL DB

• Uses Cryptographic Sortition based on 

Verifiable Random Functions (VRFs) for 

selecting the Validator

• Consensus algorithm derived from 2-Phase 

Commit to validate transactions and 

propagate to network for block creation

50

eDream - P2P Consensus for Energy Transactions Validation
Blockchain ICT platform for assets and transactions management
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eDream - Price Driven Flexibility Marketplace
Blockchain ICT platform for assets and transactions management
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eDream - Advanced Heuristics for P2P Demand/Offer Matching
Blockchain ICT platform for assets and transactions management

P2P Energy Trading 
• Energy Bids/offers matching algorithm considering 

technical capabilities constraints 
P2P Flexibility Trading 
• Flexibility Request Disaggregation
• Price Driven Flexibility Bids / Offers Matching
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eDream - Bids/Offers Matching
Blockchain ICT platform for assets and transactions management

Flexibility request of aggregator 
disaggregation and prosumer flexibility 
matching  

Price driven flexibility matching 

• NP-complete Optimization Problem solved 
using Genetic Heuristics

• Computation performed outside the 
blockchain using Oracles
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Other Services - Bitcoin Notary Service
Blockchain ICT platform for assets and transactions management

File are signed with a unique reference and timestamp
Block explorer can be used in order to proof the file existence 

Exploits Bitcoin blockchain for the Notarization of 
User files
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Giuseppe Raveduto
Researcher – Blockchain Developer

www.eng.it

LifeAtEngineering

@EngineeringSpa

Engineering Ingegneria Informatica Spa

gruppo.engineering

Thank you!

CHAINPRO

Researcher – Blockchain Developer
Ferdinando Bosco

http://www.eng.it/
https://www.instagram.com/lifeatengineering/
https://twitter.com/EngineeringSpa
https://www.linkedin.com/company/engineering-ingegneria-informatica-spa/
https://it-it.facebook.com/gruppo.engineering/
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